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This should not replace legal advice. ADMA provides members regulatory guidance. This document should only be treated as a guide. 

Privacy issues are being reviewed globally.  In most cases, technological changes are driving the 

demand for reforms and Australia is no exception. From 2004 – 2012 ADMA was involved in a 

review of the privacy laws which has led to the Privacy Amendment (Enhancing Privacy Protection) 

Act 2012.  The new privacy legislation, including the changes affecting marketing will come into 

effect on 12 March 2014.  

Major changes 
Definition of Personal Information:  The new definition of personal information is now: 

‚Information or an opinion about an identifiable individual, or an individual who is reasonably 

identifiable: 

• Whether the information or opinion is true or not; and 

• Whether the information or opinion is recorded in a material  

form or not.‛ 
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This new definition of ‘personal information’ potentially captures more data than the previous 

definition.  It includes data where you can identify an individual by name. It also potentially 

includes data where you can identify a single person even though you may not necessarily know 

the person’s name. This would include, for example, cookie information that identifies a single 

user.  

Note that information that you collect which is anonymous may also be considered personal 

information if you intend to combine the anonymous information with other information that will 

identify the individual. Similarly, if you collect anonymous information that is likely to be combined 

with personal information (whether or not there is an intention to do so) you will need to treat that 

information as personal information from the beginning.   

If you want to avoid anonymous information becoming personal information you will also need to 

provide added protections to prevent that from happening.  You can choose to put a policy in 

place to prevent the anonymous information from being identified, use encryption or passwords 

to protect data, or implement similar processes to reduce the risk of re-identification.  If you can’t 

– or choose not to – make re-identification unlikely to happen, you should treat that information 

as if it was personal information. 
 

Sensitive Information – Additional rules apply to sensitive personal information 

‘Reasonably identifiable’ information about a person’s:  

 Racial or ethnic origin 

 Political opinion 

 Membership of a political party 

 Religious beliefs 

 Philosophical beliefs 

 Membership of professional or trade association 

 Sexual preferences or practices 

 Criminal record 

 Health and genetic information that is about an individual 
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Australian privacy principles (APP) 

1. Transparency  

Open and transparent management of personal information.  

Organisations must have a clearly expressed and up-to-date privacy policy that is reviewed 

regularly.  This should be in clear, understandable English.  Staff should understand what the 

privacy policy means in practice, and be trained to implement it. 

The privacy policy must have the following information: 

 the kinds of personal information collected and held;  

 how such information is collected and held;  

 the purposes for which the entity collects, holds, uses and discloses personal  

information;  

 access and correction procedures;  

 complaint-handling procedures;  

 information about any cross-border disclosure of personal information that might  

occur; and  

 any significant handling practice should be identified, such as if a company has specific 

information retention or destruction policies or obligations.  

Privacy policies must be made available free of charge.  This can be on your website, but you 

should also be prepared to provide it – upon request – in any other format.  

You should also have documented privacy compliance practices that apply to your organisation. It 

is important to note that the Australian Privacy Commissioner has the power to ask you to present 

your compliance practices document. These should be developed in advance of 12 March 2014. 
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2. Anonymity and pseudonymity  

Individuals have the option of dealing with a company anonymously or under a pseudonym.   

The new privacy law requires organisations to provide individuals the options to deal with the 

company anonymously or under a pseudonym. You don’t have to comply with this if it is not 

practical to do so, or if it is authorised under law (or court or tribunal order).   

When you are considering whether you require the name of the individual, consider the following:   

 can you provide the service without identifying the individual? 

 what are the consequences of not capturing that information? Will this impact your 

ability to do business with the individual? 

 should you make the name field mandatory when collecting information? 

It might not be practical to offer anonymity or pseudonymity if you need to:  

 process a payment  

 deliver goods and services  

 require the name for a future service  

 send personalised marketing or communications to the individual  

 de-duplicate records and maintain data accuracy. 
 

3. Collecting personal information  

You are permitted to collect personal information for marketing purposes either directly from the 

individual or from a third-party source (eg through third-party lead generation, online data 

gathering, public source information, purchased list) providing that the rules relating to collection 

(APP 3); notification (APP 5) and direct marketing (APP 7) are complied with. In relation to 

collection, the following rules apply:         

 Collect only what is: 

 reasonably necessary for the purpose; or 

 related to one of your functions or activities 

 Only collect sensitive information with consent 

 Only use lawful and fair means for collection 

 Where possible, only collect personal information from the individual, with some 
exceptions 
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4. Unsolicited personal information  

This new rule says that if you receive personal information that you did not request, then you 

should destroy or delete it unless you can show that you could have collected it under the rules 

for APP 3, Collecting Personal Information. 

This would apply where a customer provides you with information that you have not requested. 

Such data should not be stored or used. Instead, it should be deleted. 

5. Notification  
You must notify the individual, before or at the time, or as soon as practical after collection, as to 
how and why you are collecting their personal information.   

Your notification statement should include the following information: 

 
1. Contact details of the organisation;  

2. Whether information has been collected from a third party and the circumstances of that 

collection; 

3. Whether the collection of the personal information was required by Australian law or a 

court/tribunal order (and details about that collection);  

4. The purpose of the collection;  

5. The main consequences to the individual of not collecting the personal information; 

6. Any other companies, or types of companies, that the personal information might be 

disclosed to; 

7. Complaint-handling and access/correction information in the organisation privacy policy; 

8. That the privacy policy contains details of how to complain about a breach of the APP’s 

and how the company will deal with such a complaint;  

9. Information about disclosure to overseas recipients; and 

10. The countries to which such information may be disclosed.  

When collecting personal information directly from the individual, the notification should be given 

at the point of data collection. If the personal information is being collected from a third party 

source, the notification should be given the first time that individual is contacted using the 

personal information. 
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6. Use and disclosure  
NOTE: This APP does not apply to direct marketing – please see APP 7 

You can use the personal information for the purpose it was collected, but you must not use or 

disclose it for any other purpose, unless: 

 You have the individual’s consent; 

 The individual would reasonably expect the information to be used for another purpose; 

 The purpose is a related purpose. 

 

7. Direct marketing  
An entity must not use or disclose personal information for the purpose of direct marketing unless 

they follow these rules: 

 



Spotlight on Privacy: Briefing Summary March 2013  

www.adma.com.au 7 

This should not replace legal advice. ADMA provides members regulatory guidance. This document should only be treated as a guide. 

Data collected from an individual 

 The individual would reasonably expect the organisation to use the information for direct 

marketing*; 

 The organisation has provided a simple means by which the individual can request not to 

receive direct marketing; and  

 The individual has not availed him or herself of this means.  

*Note: If the individual would not reasonably expect it to be used for direct marketing, and it 

is impractical to obtain consent, you must follow the rules for data collected from a third party. 

Data collected from a third party 

 The individual has consented to the use of information for direct marketing or it is 

impractical to obtain consent;  

 The organisation has provided a simple means by which the individual can request not to 

receive direct marketing; and  

 In each direct marketing communication the organisation includes a prominent opt-out 

statement or otherwise draws the individual’s attention to this option; and  

 The individual has not availed him or herself of this means. 

Note that direct marketing is not defined and therefore is likely to mean any marketing that is 

directed to an individual using personal information. 
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8. Cross-border disclosure  
A cross-border disclosure is when personal information can be viewed in another country by 

another party. It is important to note that a disclosure can occur within a group of             

companies – therefore it is important to conduct an audit of where personal information is being 

viewed. 

Personal information stored in another country is also considered to have been ‘disclosed’ if the 

storage provider can access the data, therefore, those using cloud-based services need to comply 

with this provision. 

An individual must be provided the same level of protection for their personal data if it is 

disclosed in another country, as they would have under the Australian Privacy Principles.   

Organisations disclosing personal information in another country have the following options: 

 If the foreign entity is subject to similar law or legally binding code as the Australian     

Privacy Principles; 

 If a company contracts with the foreign entity to provide the same level of protection; and 

 If the individual is fully informed and chooses to waive their right to protection in advance. 

If the organisation chooses the third option, they will remain responsible for the personal 

information after it has left Australia. Should anything happen to the data whilst in another 

country, the Australian entity will be held accountable.  

10 -13. Integrity of personal information  
APP 10 -13 relate to the integrity of personal information. These rules are about quality, security, 

access and correction. 

Quality 

 Organisations must take reasonable steps in the circumstances to ensure information 

collected, used or disclosed is accurate. 

 Accuracy includes ensuring information is up-to-date, complete and relevant.  

Security 

 Organisations must take all reasonable steps to protect personal information. This includes 

adopting both physical and technological security measures.  

 Personal information must be protected from misuse, loss, disclosure, unauthorised 

access. 
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Access 

 Organisations must give individuals access to their personal information on request.  

Correction 

 Organisations must correct personal information on request.  

 If personal information is not to be corrected, reasons must be given for refusal, and 

information provided on how to complain. 

 

Enforcement powers of the Privacy 
Commissioner:   
The Privacy Commissioner has new enforcement powers.  These include: 

 Assessment: Assessments can be proactively conducted and the Privacy Commissioner can 
request that you demonstrate your compliance with the new privacy laws even if no 
complaint has been lodged against you. 

 Enforceable undertakings:  The Privacy Commissioner may seek an enforceable 
undertaking from organisations that are in breach of the new laws. He/she can also refer 
issues to dispute resolution and issue determinations. 

 Fines: $1.7million fines per infringement. 

Summary of key impacts   

 Privacy policies need to be updated to make sure you give clear notification of what you 

intend to do with the personal information. 

 Document your privacy practices. 

 Make sure you get the right consent for the use and disclosure of data that suits your 

intended activity. 

 Make sure you can prove you have consent to use or disclose the data, in accordance with 

the Australian Privacy Principles.  

 Make sure you have systems in place to manage compliance issues and complaints, and 

the relevant people are trained in using them. 

 Have a discussion with the IT team about data security; be aware that privacy breaches 

most often happen through human error. 

 Make sure you have adequate systems for managing opt-outs, and requests for 

information about the sources of personal information. 



Spotlight on Privacy: Briefing Summary March 2013  

www.adma.com.au 10 

This should not replace legal advice. ADMA provides members regulatory guidance. This document should only be treated as a guide. 

 Be aware that you will be held accountable when personal information you collected (or 

disclosed to a third party) is used or disclosed off-shore.   

 Understand that a breach of the Act will potentially incur fines of up to $1.7million per 

infringement. 

Stay Connected Web: http://www.admaknowledgelab.com.au/compliance/ 

Email: comply@adma.com.au | Twitter: @adma  

http://www.admaknowledgelab.com.au/compliance/
mailto:david.simon@adma.com.au

